
UNODC
United Nations Office on Drugs and Crime

President:

Mariana Mesa García

Vice President:

Amalia Yepes Eusse

unodc@columbus.edu.co

mailto:unodc@columbus.edu.co


Index

1. Letters from the Chair 3
1.1 Letter from the President 3
1.2. Letter from the Vice-President 4
2.1. History 5
2.2. Purpose 5
2.3. Relevant information 6

3. Topic A: The increased trafficking of falsified medical products due to high demand in
the COVID 19 pandemic 6

3.1. Introduction to the topic 6
3.2. History 7
3.3. Present situation 7
3.4. Previous resolutions 9

3.4.1. Resolution 10/5 of UNTOC 9
3.4.2. Resolution 20/6 of CCPCJ 9
3.4.3. The 10th UNTOC CoP: Belgium’s exposition of the problematic 10

3.5. Expectations 10
3.6  Useful resources 11

4. Topic B: The engagement of criminal groups in cyberspace due to the digitalization of
the black market, thus causing security breaches revolving around personal information
theft 12

4.1. Introduction to the topic 12
4.2. History 14
4.3. Present situation 14
4.4. Previous resolutions 15
4.5. Expectations 16
4.6 Useful resources 16

5. QARMAS 17
5.1. Topic A 17
5.2. Topic B 17

6. Bibliography 18
6.1. Topic A 18
6.2. Topic B 19



1. Letters from the Chair
1.1 Letter from the President

Esteemed delegates,

It is with great pleasure that I welcome you to the United Nations Office on Drugs and

Crime. I am honored to be given the opportunity to work side by side with each of you through

the path of analyzing current and critical situations for which we ought to find viable solutions.

We will further develop leadership, diplomacy, and strategic thinking abilities to connect

and convince the accuracy of structured plans to gain support and additional growth. By taking

the rightful initiative to expand international knowledge through joining this committee in this

pedagogic and indulging path, we will all be integers of the scathing situation to represent

various delegations in a scholastic experience.

The current SARS COV-2 pandemic has incremented crime and illicit drug trafficking

beyond imagination, especially on a digital basis. Unknown consequences can surge

unintentionally in any time manner. Therefore, measures need to be taken through appropriate

and austere actions anterior to complete development of crime webs. Belligerent groups are

actively seeking citizens' personal information and impersonating them. Due to innovative

technologies such as 5G the digitization of the back market on untraceable websites has never

been deemed easier. We trust and infer that all together, we will creatively think of suitable

solutions that will resolve this current impactful situation.

As mentioned before, the pandemic affected many sectors and their sustainability in

providing high demand products, acknowledging global shortages. The increased trafficking of

falsified medical products due to this was immense. Medically, pills and prescriptions are

required by many, especially with the mental well-being effects that solitary confinement causes

on citizens. From not being able to go outside or socializing, physical conditions worsened and

the curve for overall conditions heightened. Due to this, criminals began exploiting necessities

and selling false medicines. This resulted in deteriorated conditions and people’s health being

exposed to high risk. If this is not stopped, it will result in significant demise.



Through innovation and individuality, one and all will be successful. By contributing

positively and efficiently, I rest assured that we will learn and be indulged in the ideas presented

in this committee. The importance of new propositions is compulsory for the resolution of these

problematic issues. Amalia and I are beyond grateful and ecstatic for the possibilities that we will

all develop together coming through this committee, as we are all capable of achieving anything

we set our mind to.

Through this introduction, we take advantage of giving you the basic structure for your

research as your preparation will be essential to our success and fluidity so we can all learn and

strive towards maximum potential.

I encourage you to view situations from different perspectives and, most importantly,

enjoy your experience learning from others and yourself. Amalia and I are here to grow and learn

with you; hence any questions, recommendations, or ideas you may have and knowledge you

wish to inform us with, please do not stall to contact us, as we are all here to pursue and learn

through this experience. I aspire for this commission to be a memorable and pleasurable

encounter, which is why I hope we can all contribute positively to make the most out of this

exhilarating experience.

Sincerely,

Mariana Mesa Garcia

President of UNODC

1.2. Letter from the Vice-President
Dear delegates,

Welcome to the United Nations Office on Drugs and Crime. In this committee, you

should prepare yourself for a few days of fruitful debate, and an all around good time as well. We

expect every single delegate to be well prepared and open to this learning experience. This year

the committee's topics are those of global significance, that encompass all kinds of eminent

problems, from the Covid 19 effect on the pharmaceutical market all the way to the digitalization

of the black market. As current developments in international news have shown, crime has

continued to advance and change along with global status. This requires this Committee to



address this situation and develop new international rules that encompass this new development

in crime.

It is my pleasure to be the Vice-President for this committee, and hope to aid you in any

doubts you may have along the way. I have been in COSMUN ever since I can remember and

have enjoyed MUNs for 6 years now. Without a doubt I can say, both Mariana and I love

COSMUN, and UNODC wholeheartedly, and we are here to enjoy this experience with you. We

are open to any questions or concerns you may have, we are here to accompany you through this

committee so you may have the best possible experience.

Sincerely,

Amalia Yepes Eusse

Vice-President of UNODC

2. Introduction to the committee
2.1. History
The United Nations Office on Drugs and Crimes was established in the nearing 2000’s

specifically, from the consolidation of the United Nations Center for International Crime

Prevention and the United Nations International Drug Control Programme in 1997. At that

moment, it was established with the sole purpose of managing drugs and their use alongside

stopping crime and terrorism. That same year, UNODC Southern Africa was formed. From this

initiative, the program now covers 11 other countries in the region; Angola, Botswana, the

Democratic Republic of the Congo, Lesotho, Malawi, Mozambique, Namibia, South Africa,

Swaziland, Zambia and Zimbabwe. After its founding, countries and regions began working with

the organization, establishing offices in their territories.

2.2. Purpose
The United Nations Office on Drugs and Crime was created for the sole purpose of

protecting world citizens’ security. This includes international webs between criminal groups, the

abuse and distribution of drugs, the prevention of crime and protecton from international



terrorism in general. Although the program soughts out the prevention of these issues, it focuses

on the reforms and ensuring the validity of law across world nations.

The organization focuses on six main objectives, of which includes:

1. To Strengthen the legislative and judicial capacity

2. Reducing drug trafficking

3. Prevent drug use and spread of related infections

4. Counter trafficking in person and smuggling of migrants

5. Reducing the incidence of domestic violence

6. Victim empowerment

2.3. Relevant information
For the two decades that UNODC has been in existence, the committee acknowledges the

fact that the scale of these problems are often way too large for states alone to tackle. Therefore,

it has helped specifically to encourage transnational agreements that create change. The Office

on Drugs and Crime works first and foremost on a human rights based approach, “which

includes the conscious and systematic integration of human rights in all stages of the

programming cycle - strategy setting, programme development, resource mobilization,

implementation and monitoring, and evaluation” (UNODC). Ghada Fathi Wally is the director

general of the UNODC committee as well as Under-Secretary General of the United Nations.

3. Topic A: The increased trafficking of falsified medical

products due to high demand in the COVID 19 pandemic
3.1. Introduction to the topic
The World Health Organization has adopted the definition of falsified medical products

as follows: "(...) medical products that deliberately/fraudulently misrepresent their identity,

composition or source.” The illegal trafficking of substandard medical relief technologies has

become a bigger problem, as a result of the pandemic. More people require medical products

during this COVID-19 pandemic, thus, there are more problems in regards to the current lack of



legal framework and regulations being created in terms of people's health. As criminal groups

have very quickly adapted to this new demand, governmental entities are not working as quickly

to protect people from this problem. The falsification of these medical products will come at a

high price in terms of health of users of the products. As this illegal trafficking will continue to

expand, most likely into COVID vaccines, it becomes an imminent problem. Furthermore,

another consequence is the loss of confidence in health care systems, health regulations and

health products, which especially in this point of the pandemic, might prove detrimental to any

sense of control of COVID-19. This means that it is of great importance that there are new

trans-national regulations that protect everyone from suffering from possible side effects of

falsified medical products.

3.2. History
On May 21st 2019, the Commission on Crime Prevention and Criminal Justice presented

the “Guide to good legislative practices on combating falsified medical product-related crime.”

Hosted by Argentina, Belgium, and France, it sought to support countries in enacting their own

domestic policies which addressed the whole supply chain, whose collective cooperation was

imperative. Though the substandard products are thought to be distributed similarly to other

illegal substances, like the black market, this problem seems to be biggest in developing

countries. Prior to 2013, WHO had no global reporting of falsified medical products which

means there is no information regarding how or when this trafficking started. However, since

2013, WHO has received 1500 reports of falsified medical products, of which 43% were reported

in the African continent. Though it is likely that most cases are not being reported or even

noticed, the actual estimation is that 1 in 10 medical products are substandard or falsified.

Globalization is a huge contributor to the problem as it historically makes it harder to create

regulations for medical products as well as any product.

3.3. Present situation
The pandemic’s uncertainty brought great instability in various sectors. Within these,

medical resources were utterly threatened, and due to their high demand, the production

difficulties and restrictions to contagion

precautions were imposed. Criminal groups



worldwide began the illegal and unsafe production of these products, only the problem was its

components were not correspondent. These products are fake. According to the World Health

Organization, “(...) falsified medical products may contain no active ingredient, the wrong active

ingredient or the wrong amount of the correct active ingredient. They are also found to

commonly contain corn starch, potato starch or chalk” (Substandard and falsified medical

products. (n.d.). Retrieved February 16, 2022, from

https://www.who.int/news-room/fact-sheets/detail/substandard-and-falsified-medical-products)

The main issue within this is that the user is unable to know which product is real and which is

not. Criminal groups have taken advantage of this situation worldwide. As individuals are in

unknowing risk, the need for medical attention after the consumption is critical. When someone

takes a medicinal product, they wish to improve their condition, symptoms and well-being, but

these products only worsen peoples health and risk the life of millions of people.

It is important to understand that not only are the products being digested but they are

being used, “Medical products: medicines, including vaccines, excipients and active substances,

as well as medical devices, their parts and materials, and accessories used in conjunction with

medical devices” (Medical devices. (n.d.). Retrieved February 16, 2022, from

https://www.who.int/health-topics/medical-devices#tab=tab).

Additionally, the excessive consumption of facemasks (the non-reusable ones) poses

another possible source of income, as it is mandatory in many countries to wear them. Prior to

the pandemic, face masks were not of high demand.

https://www.who.int/news-room/fact-sheets/detail/substandard-and-falsified-medical-products
https://www.who.int/health-topics/medical-devices#tab=tab


“At the onset of the pandemic, demand for medical products, including PPE to help prevent the

spread of COVID-19, suddenly outstripped supply. Criminal groups quickly adapted by

providing substandard and falsified medical products, including PPE, and offering non-existent

supplies of products to defraud individuals and procurement agencies” (UNODC, n.d).

This situation must be addressed immediately as it threatens the well being of all.

3.4. Previous resolutions

3.4.1. Resolution 10/5 of UNTOC

Preventing and combating the manufacturing of and trafficking in falsified medical

products as forms of transnational organized crime:

- It resolves that countries provide to the United Nations Office on Drugs and Crime with

up-to-date information and statistics on the manufacturing of and trafficking in falsified

medical products.

- Conducts Data Recollection of the falsified medical products documented on issued

cases.

- This resolution was based on the relocation of information to find ways to address the

problem and find the depth of the issue found.  (UNODC, n.d.)

3.4.2. Resolution 20/6 of CCPCJ

Countering fraudulent medicines, in particular their trafficking. Importantly resolutive

phrase  8:

“Requests the United Nations Office on Drugs and Crime, in accordance with its mandate and in

close cooperation with other United Nations bodies and international organizations, such as the

International Narcotics Control Board, the World Health Organization, the World Customs

Organization and the International Criminal Police Organization, as well as relevant regional

organizations and mechanisms, national agencies that regulate medicines and, where appropriate,

the private sector, civil society organizations and professional associations, to assist Member

States in building capacity to disrupt and dismantle the organized criminal networks engaged in



all stages of the illicit supply chain, in particular distribution and trafficking, to better utilize the

experiences, technical expertise and resources of each organization and to create synergies with

interested partners, and invites Member States and other donors to provide extrabudgetary

contributions for the relevant provisions of the present resolution, in accordance with the rules

and procedures of the United Nations” (UNODC, n.d.).

3.4.3. The 10th UNTOC CoP: Belgium’s exposition of the problematic

“The Belgian resolution on manufacturing and trafficking in falsified medical products

draws attention to this form of transnational organized crime, which has become more

high-profile because of the pandemic. However, there is a lack of multilateral consensus on

understanding and definitions, and how to respond. Consequently, the resolution does not launch

any new processes but continues UNODC research and advocacy, and invites states to do more.

During the negotiations, big pharmaceutical-producer countries – like India, Brazil, and the US –

were resistant to what they saw as unwelcome proposals from Belgium” (Global Initiative

Against Transnational Organized Crime, 2020).

3.5. Expectations

The increased trafficking of falsified medical products and their production is an issue

that threatens the safety or well-being of world citizens. In this committee, we hope for the

expansion of views of different delegations on the issue. This is to correctly use the data

recollection that UNODC has gathered by resolutions in various conferences. The only

conclusions collected on this behalf have been that more information is required. As mentioned

in the letters above, we want this to be a positive learning experience taking advantage of this

topic with recent exposure. Firstly, we wish delegates to come with information to present to the

criminal group's committee and the data they have found so the case can flow and be discussed.

This includes:

- How this is affecting your country

- The origin of these criminal groups

- Ports of entry of these products

- Effects it has had on the medical field (hospital cases of misuse)



We promote solutions with action and response as we do not want to focus on data investigation

and theoretical proposals. What are countries going to do about this imminent threat? It is up to

each delegate to search into. Be creative and genuinely think outside your normal boundaries.

We expect the debate to be diverse, exciting, and controversial on how to act upon as various

groups of countries have different opinions on the matter (due to economic impact).

3.6  Useful resources
- Countering fraudulent medicines, in particular their trafficking. (n.d.).

https://www.unodc.org/documents/commissions/CCPCJ/Crime_Resolutions/2010-2019/2011/CC

PCJ/Resolution_20-6.pdf

- The Illicit Trafficking of Counterfeit Goods and Transnational Organized Crime. (2014).

https://www.unodc.org/documents/counterfeit/FocusSheet/Counterfeit_focussheet_EN_HIRES.pd

f

- Covid-19 research brief trafficking medical products. (n.d.). Retrieved February 16, 2022, from

https://www.unodc.org/documents/data-and-analysis/covid/COVID-19_research_brief_trafficking

_medical_products.pdf

- UNODC launches Guide to Combat Crime related to Falsified Medical Products. (n.d.). United

Nations : Office on Drugs and Crime. Retrieved February 14, 2022, from

https://www.unodc.org/unodc/en/frontpage/2019/May/unodc-launches-a-guide-to-combat-falsifie

d-medical-product-related-crime.html?ref=fs1

- Raytodd2017, A. (2019, May 23). UNODC launches a guide to combat crime related to falsified

medical products. Retrieved February 16, 2022, from

https://raytodd.blog/2019/05/23/unodc-launches-guide-to-combat-crime-related-to-falsified-medi

cal-products/

https://www.unodc.org/documents/commissions/CCPCJ/Crime_Resolutions/2010-2019/2011/CCPCJ/Resolution_20-6.pdf
https://www.unodc.org/documents/commissions/CCPCJ/Crime_Resolutions/2010-2019/2011/CCPCJ/Resolution_20-6.pdf
https://www.unodc.org/documents/counterfeit/FocusSheet/Counterfeit_focussheet_EN_HIRES.pdf
https://www.unodc.org/documents/counterfeit/FocusSheet/Counterfeit_focussheet_EN_HIRES.pdf
https://www.unodc.org/documents/data-and-analysis/covid/COVID-19_research_brief_trafficking_medical_products.pdf
https://www.unodc.org/documents/data-and-analysis/covid/COVID-19_research_brief_trafficking_medical_products.pdf
https://www.unodc.org/unodc/en/frontpage/2019/May/unodc-launches-a-guide-to-combat-falsified-medical-product-related-crime.html?ref=fs1
https://www.unodc.org/unodc/en/frontpage/2019/May/unodc-launches-a-guide-to-combat-falsified-medical-product-related-crime.html?ref=fs1
https://raytodd.blog/2019/05/23/unodc-launches-guide-to-combat-crime-related-to-falsified-medical-products/
https://raytodd.blog/2019/05/23/unodc-launches-guide-to-combat-crime-related-to-falsified-medical-products/


4. Topic B: The engagement of criminal groups in

cyberspace due to the digitalization of the black market, thus

causing security breaches revolving around personal

information theft
4.1. Introduction to the topic
Many issues have been seen to increment distinctly because of the COVID-19 pandemic.

Criminal groups have outreached with selling undetectably, resulting in the up shooting of digital

crime. The development of new and unimaginable technologies and devices has facilitated the

influence of criminal groups on the black market. With this influence, personal information theft

has become a critical issue, the engagement through hidden webpages and the camouflage

through enterprises. Since technology has become an indispensable tool, criminal groups have

searched for interaction in cyberspace. This became an active threat that was menacing citizens.

Stolen financial and health data, voter registration identifications, and identity documents were

all found as crimes committed. This was only found out due to clues of identity theft and

impersonation and bank reports. These cyber-attacks occur when there is a system vulnerability;

the outlaw groups take advantage of this. Many companies and security websites require

password changes to meet specific criteria that make it difficult for potential hackers. People

were stealing identities with simple critical government information and even personal media.

Moreover, identity theft numbers doubled due to the pandemic and the one-on-one contact

limitations.

This has caused a commotion in the

international community due to the lack of

data protection that world citizens have;

"Thieves also hijacked other people's identities

to obtain driver's licenses, passports and other

government-issued documents, said FTC

spokesman Jay Mayfield” (AARP, n.d.).

With all of the media coverage taking

place online, governmental documents and economic requests were done on the web. This



introduces the opportunity for belligerent groups to create an agenda of their own and expand

connections and trafficking.

The black market has been incorporated into the international community since even before the

creation of the United Nations in 1931. In a

way, the digital black market always existed in

the known form of the dark web. It provides

access for the purchase of illicit information

and services which is why data is being stolen.

However, there were still some limits to the

exchange that took place on this dark web as

there was no legal tender for these purchases

as all these operations took "place" in

anonymous, untraceable networks and websites. With the efflux of cryptocurrency, the

digitalization of the black market resumed as direct transactions took place easily. All types of

purchases are now being seen on this new web

that is accessible. With technological

advancements comes the difficulty of retracement

and regulations for all purchases and interactions,

especially in a digital black market. It is a type of

expansion from the known unfindable "dark-web"

laws and mandates that must be imposed before

the steady establishment of this complex network.

We know that what includes distribution and

regulations of organs, human trafficking, or drugs in the black market is a problem that is

constantly discussed. It is familiar yet essential, so we wish to show how new wireless

transactions and their simplicity owing to cryptocurrency and information theft contribute to the

closeness of the black markets crypto establishment shortly.



4.2. History
Though identity theft can be traced back to the 19th century, the first technological device

used in history for identity theft was the telefone. Where criminals would call victims with the

idea that they had won monetary prizes, and would then ask for personal information to verify

their identity, which would then be stolen. The dark web, which officially launched on March 20,

2000, then provided a new way to steal personal information, which was easier and less time

consuming. Though, the ARPAnet, was a similar structure of the internet which started in 1960.

This method was also plagued with illegal transactions, of which, the first recorded was between

Stanford and MIT students that wished to purchase marihuana. The main desire of both these

internet locations was to create private and secure correspondence, which subsequently created

the perfect location for illegal activities to carry through. The dark web's anonymity keeps many

law enforcement agencies unaware of its existence. In 2009 the start of cryptocurrency gave

space for an easier way to make transactions through the dark web, with this new anonymity,

illegal transactions in the dark web surged. In 2013, the FBI carried out a sting operation where

they dismantled “the silk road” marketplace, where drugs were the primary product, and it had

around 1 million users at the time. Data breaches which result in personal information, are

actually the second most lucrative venture in the dark web. In the first six months of 2019 alone

4.1 billion personal records were leaked.

4.3. Present situation
As current societies become more reliant on personal information for day to day activities

like: shopping, traveling and social assistance. Society has also advanced on a more

computerized scale, where “dark web” has been an important resource to exploit vulnerabilities

in security for criminal groups. As this problem expanded, so did legal measures, which now

encompass personal identity theft as a crime, not only illegal actions subsequent to the theft.

Because of the pandemic rising unemployment rates, there has also been a resulting increase in

identity theft cases, the United States experienced 42% increase in financial losses from 2019 to

2020. Mainly, the criminals targeted people's information to receive government Covid-relief aid.

Data breaches can extend further than that, and even lead companies to their end; There have

been a few stories about assaults in which hackers take control of a companies information,

which they threaten to delete if they are not provided a ransom.



4.4. Previous resolutions
4.1: ECOSOC resolution 2004/26: 'International cooperation in the prevention,

investigation, prosecution and punishment of fraud, the criminal misuse and falsification of

identity and related crime'

- Encourages members to  create legal persecution and punishments

4.2: ECOSOC resolution 2007/20: 'International cooperation on the prevention,

investigation and prosecution and punishment of economic fraud and identity-related

crime',

- Highlights republic canada , great britain and the republic of ireland; for the financial aid

that allowed research regarding fraud and criminal misuse of falsification of identity. As

well as requesting the secretary general to make this report available to all interested

parties.

4.3: ECOSOC resolution 2009/22: ‘International cooperation on the prevention,

investigation and prosecution and punishment of economic fraud and identity-related

crime’

- Welcomes Interpol's initiative to establish an international anti corruption academy,

which seeks to contribute to the building of capacity of countering economic fraud and

identity related crime. As well as developing law enforcement in capacity to deal with the

growing exploitation of information.

4.4: ECOSOC resolution 2011/35: 'international cooperation on the prevention,

investigation and prosecution and punishment of economic fraud and identity-related

crime'

- Estates the “handbook of identity related crime” including the practical guide of

international cooperation to combat identity related crime.

4.5: ECOSOC resolution 2013/39: 'international cooperation on the prevention,

investigation and prosecution and punishment of economic fraud and identity-related

crime'.

- Encourages member states to consider adoption and implementation of national strategies

regarding the: prevention, investigation, prosecution and punishment of identity related

crime. Promotes public-private alliances to fight identity related crimes.



4.5. Expectations
From the topic discussed at hand, we expect familiarity with identity theft issues and its relations

with the digital black market. The once known as dark web treats the exchange of data for

different purposes. In the discussion, it is expected to know how these collided issues have

influenced your country's citizens, government and relations.

As mentioned, we hope for innovative solutions. We wish to create a simulation of a crisis, how

will each nation come forth to intervene with criminal movement. Moreover, the assesoration for

enterprises and citizens to protect their systems and how each country will further develop their

protection:

- Firewalls

- Online inspections

- Limits for citizens accessibility

Each nation must take into account the implication and the protests of support that will be

diverse from different perspectives.

We hope to see positive environments where varios bands work together not only to impose

simplo solutions but to outsmart and hijack the problem at its core. This matter rests on your

hands for international security.

4.6 Useful resources
- UNODC response to identity-related crime. (n.d.). United Nations : Office on Drugs and

Crime. https://www.unodc.org/unodc/en/organized-crime/identity-related-crime.html

- Identity-related crime. (n.d.). United Nations : Office on Drugs and Crime.

https://www.unodc.org/unodc/en/corruption/identity-related-crime.html

- Skiba, K. (2021, February 5). Identity Theft Cases Doubled from 2019 to 2020, FTC Says.

AARP.

https://www.aarp.org/money/scams-fraud/info-2021/ftc-fraud-report-identity-theft-pande

mic.html

- Shadel, D. (2018, September 4). How the dark web makes identity theft easier. AARP.

https://www.aarp.org/money/scams-fraud/info-2018/what-is-the-dark-web.html

https://www.unodc.org/unodc/en/organized-crime/identity-related-crime.html
https://www.unodc.org/unodc/en/corruption/identity-related-crime.html
https://www.aarp.org/money/scams-fraud/info-2021/ftc-fraud-report-identity-theft-pandemic.html
https://www.aarp.org/money/scams-fraud/info-2021/ftc-fraud-report-identity-theft-pandemic.html
https://www.aarp.org/money/scams-fraud/info-2018/what-is-the-dark-web.html


5. QARMAS
5.1. Topic A

1. Has my country encountered issues with falsified medical products?

a. What type of product?

b. Have they provided any risk factors for your citizens?

c. Have there been any critical situations with the use of these products?

2. What are the main sources of risk your countries have considered for fake medical

products?

3. Has your country analyzed any source of production?

4. What solutions has your country proposed on this topic?

5. Has your country dealt with these issues before?

a. How did they act upon it?

b. How did they act upon its repercussions?

5.2. Topic B
1. Has your country encountered issues with criminal groups and illicit trafficking?

2. What product or service has been commonly bought in your country?

3. What are the statistics of personal information theft in your country?

4. Does your country have any firewall for citizen access to digital information?

a. What types of technological firewalls are imposed?

5. Has your country identified sources of illegal marketing and exchange online?

6. What is the relation of your country with the black market and its digitalization?

7. What have been the issues with the dark-web in your country?

8. Have they identified sources of impersonation, account access, financial access and

identity theft from inside your country?

a. Have they identified sources internationally?

b. What are the main struggles?

c. Has data been exposed or used for exposition purposes?

9. What does your country consider should be done against these threats?



10. What actions have been taken anteriorly for both the black market and data breaches?
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